Abstract. This paper presents an efficient secure auction protocol for M + 1st price auction. In our proposed protocol, bidding prices are represented as binary numbers. Thus, when the bidding price is an integer up to p and the number of bidders is m, the complexity of our protocol is a polynomial of log p and m, while in previous secure M + 1st price auction protocols, the complexity is a polynomial of p and m. We apply the Boneh-Goh-Nissim encryption to the mix-and-match protocol to reduce the computation costs.
Introduction

Background
Recently, as the Internet has expanded, many researchers have become interested in secure auction protocols and various schemes have been proposed to ensure the safe transaction of sealed-bid auctions. A secure auction is a protocol in which each player can find only the highest bid and its bidder (called the first price auction) or the second highest bid and the first price bidder (called the second price auction). There is also a generalized auction protocol called M +1st price acution. The M +1st price auction is a type of sealed-bid auction for selling M units of a single kind of goods, and the M + 1st highest price is the winning price. M bidders who bid prices higher than the winning price are the winning bidders, and each winning bidder buys one unit of the goods at the winning price.
A simple solution is to assume a trusted auctioneer. Bidders encrypt their bids and send them to the auctioneer, and the auctioneer decrypts them to decide the winner. To remove the trusted auctioneer, some secure multi-party protocols have been proposed. The common essential idea is the use of threshold cryptosystems, where a private decryption key is shared by the players. Jakobsson and Juels proposed a secure MPC protocol to evaluate a function comprising a logical circuit, called mix-and-match [6] . As for a target function f and the circuit that calculates f , C f , all players evaluate each gate in C f based on their encrypted inputs and the evaluations of all the gates in turn lead to the evaluation of f . Based on the mix-and-match protocol, we can easily find a secure auction protocol by repeating the millionaires' problem for two players. Kurosawa and Ogata suggested the "bit-slice auction", which is an auction protocol that is more efficient than the one based on the millionaire's problem [8] .
Boneh, Goh and Nissim suggested a public evaluation system for 2-DNF formula based on an encryption of Boolean variables [3] . Their protocol is based on Pallier's scheme [13] , so it has additive homomorphism in addition to the bilinear map, which allows one multiplication on encrypted values. As a result, this property allows the evaluation of multivariate polynomials with the total of degree two on encrypted values.
In this paper, we introduce an efficient secure auction protocol for M + 1st price auction, in which if the bidding price is an integer up to p and the number of bidders is m, the complexity of our protocol is a polynomial of log p and m.
Related Works
As related works, there are many secure auction protocols, however, they have problems such as those described hereafter. The secure auction scheme for first price auction proposed by Franklin and Reiter [5] does not provide full privacy, since at the end of an auction players can know the other players' bids. Naor, Pinkas and Sumner achieved a secure second price auction by combining Yao's secure computation with oblivious transfer assuming two types of auctioneers [10] . However, the cost of the bidder communication is high because it proceeds bit by bit using the oblivious transfer protocol. Juels and Szydlo improved the efficiency and security of this scheme with two types of auctioneers through verifiable proxy oblivious transfer [7] , which still has a security problem in which if both types of auctioneers collaborate they can retrieve all bids. Mitsunaga, Manabe and Okamoto suggested secure auction protocols for first and second price auction. They applied Boneh-Goh-Nissim Encryption to the bit-slice auction protocol to improve computation costs [11] .
For M + 1st price auction, Lipmaa, Asokan and Niemi proposed an efficient secure M +1st auction scheme [9] . In their scheme, the trusted auction authority can know the bid statistics. Abe and Suzuki suggested a secure auction scheme for the M + 1st auction based on homomorphic encryption [1] . However in their scheme, a player's bid is not a binary expression. So, its time complexity is O(m2 p ) for a m-player and p-bit bidding price auction.
Our Result
This paper presents an efficient secure auction protocol for M +1st price auction. In our proposed protocol, bidding prices are represented as binary numbers. Thus, when the bidding price is an integer up to p and the number of bidders is m, the complexity of our protocol is a polynomial of log p and m, while in previous secure M +1st price auction protocols[1], the complexity is a polynomial of p and m.
